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Abstract Interpretation

Automatic way to statically analyze programs, DNNSs, real-world systems, etc.
Capture all program behaviors using an abstract domain.

All states reachable at a point are represented by an abstract element.
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Abstract Interpretation

Automatic way to statically analyze programs, DNNSs, real-world systems, etc.
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Capture all program behaviors using an
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All states reachable at a point are represented by an abstract element. °
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All Behaviors S
Sxplys 1) (xp2,y52) (xe3,y03) {x~[1,3]y = [1,3])
X=x -y |x=x-» |x=x-vy |x=x-vy | G=x-»¢ "
\{xl—>0,yl—>1} {x~>0,y» 2} {x~ 0,y 3} {xw[-2,2],y+~[1,3]} zm,z)

Abstract elements are propagated by applying abstract transformers (OP#)



Abstract Domains

Intervals Octagon Polyhedra
TX Ty < ¢

x € [-1.2,3.4] ix<d,

y € [3,8.2] 1y <e,

7%

NN

Precision increases but so does complexity

Refi :
A. Mine, “The octagon abstract domain,”
P. Cousot and N. Halbwachs, “Automatic discovery of linear restraints among variables of a program,”
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Abstract Domains
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Abstract Domains
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Abstract Domains
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Abstract Domains
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Abstract Transformers

Q (x = ax + by)* Q

Soundness: Output should cover all possible new states.
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Abstract Transformers

—

(x = ax + by)*

Soundness: Output should cover all possible new states.

vV (x,y) € 0,(ax + by,y) € 0’

Precision: How “tight” the sound outputs are!

Most Precise Output
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Limitation 1 - Transformers are imprecise

Computing the most precise outputs is time-consuming!!

x <10

1<y<11
x—y<-1
x+y<21

—

(x=x —y)*

?7<x<?
?<y<7

7<x—y<7

7<x+y<7

max x — 2y Ss.t.

Xnew — Ynew = (xold — yold) — Yold = Xold — 2 *Yold

x <10
1<y<11 LP

-2
x—y<-1 :> Solver :>
x+y<21 —
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Limitation 1 - Transformers are imprecise

Computing the most precise outputs is time-consuming!!

x <10 —0o<x < —1
I=y=11 |:> I=y=11 O Precise but expensive as O(V?) solver calls!

x—y<-—1 o N TOSx—y< -2
x+y<21 (x=x —y) —00 <x+y<10

Libraries use cheaper (but less precise) heuristics like Interval Relaxation.

x <10 X4 € [—00,10] —0<x<9
1<y<11 [ ol 1 <y<11
Yoia € [1,11] —0<x—y<8
(x=x —y)*

Xnew — Ynew = Xold — 2 * Yold —o <x+y=<10

= [—o0, 8]
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Limitation 1 - Transformers are imprecise

Computing the most precise outputs is time-consuming!!

x <10 —0o<x < —1
I=y=11 |:> I=y=11 O Precise but expensive as O(V?) solver calls!

x—y<-—1 o N TOSx—y< -2
x+y<21 (x=x —y) —00 <x+y<10

Libraries use cheaper (but less precise) heuristics like Interval Relaxation.

x <10 —o=x=<9 Sound

:’> Xo1q € [—0,10]
¢ Youa € [1,11] :> but less

(x=x —y)¥ —osx-ys8 precise!

Xnew — Ynew = Xold — 2 * Yold —o <x+y=<10

= [—oo, 8]
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Limitation 1 - Transformers are imprecise

PRECISION-EFFICIENCY
TRADEOFF



Limitation 2 - Transformers are ‘rigid’

Different tasks have different precision-efficiency requirements.

Precision

Quick Turnaround

Transformers have fixed
heuristics and cannot be adapted
as per task requirements!

Interval

Relaxation

Compute Time

16



Key ldea 1 — Sound Space of Outputs

Instead of computing a fixed output, capture a parametric space of sound outputs!

X

f1(0) < x < f,(6) ’
x <10 o
oo f3(0) <y < £,(0) ’
316 =y 111 ) 0®-= f5(0) < x—y < fo(6) 3823
yS-1 oy Z f(8) < x +y < f3(6) 0'(6,)

x+y<21
Parameter space ©® = {460 < b}

outputs that suit them!
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Key ldea 1 — Sound Space of Outputs

How to construct this sound space?

x <10

1<y<11 |:>

x—y<-1 e N#
x+y<21 (x=x —)

x <10

1<sy<11
x—y<-1
x+y<21

c* = max x —2y s.t. =2

?<x<7?
7<y<7
?<x—y<7
7<x-|_y<7

x —y < c* is most precise.

But any bound more than c* is sound!

Xold € [—OO, 10] Yold € [1, 11]

Xnew — Ynew = Xold — 2 * Yoiqg = [—0, 5]

Example:

18



Key ldea 1 — Sound Space of Outputs

How to capture a space of bounds more than (or equal to) c¢¥#?

c*= maxx —2y s.t. x €[-,10],y € [1,11],x —y < —1,x+y < 21

19



Duality!
Primal Problem: p* = max f(x) s.t Ax <b

Lagrangian: L(x,A1) = f(x) — A(Ax — b)
Lagrangian Dual: max L(x,A) = max (f(x) — A(Ax — b)) =g(1)

Weak Duality Theorem: VA > 0,g(1) = p*

Can be used to capture the space of bounds more than p™* !

20



Key ldea 1 — Sound Space of Outputs

How to capture a space of bounds more than (or equal to) c#? Duality!

c* = max x —2y s.t.x € [-,10],y € [1,11] , X +y <21
L(x,A) =x —2y+ + A, x(21 —x — )
Lagrangian  g(2,,1,) = max X x(1 = =) +y «(=2+24 —A) + (11, — 1
Function! g( 1 2) xE[—OO,lO],yE[l,ll][ ( 1 2) y ( 1 2) ( 2 1)]
By Weak Duality Theorem:

VA,4, =0,9(1,1,) = c*
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Key ldea 1 — Sound Space of Outputs

How to capture a space of bounds more than (or equal to) c#? Duality!

By Weak Duality Theorem: v 1,1, = 0, g(1,1,) = ¢*

A, 2, =0}, 9(A1,42) = [x *(1 =4 —A)+y = (=2+1; — 1) + 21 =2, —A4)]

max
x€[~00,10],y€[1,11]

{11, A5, =0}, g4, 43) = + yg[llaﬁ] [y *(=2+24; —2)]+ (21 %A, —Ay)]

If (1 — /11 — /12) < 0, then
this goes to oo.
Sound, but trivial!
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Key ldea 1 — Sound Space of Outputs

How to capture a space of bounds more than (or equal to) c#? Duality!

By Weak Duality Theorem: v 1,1, = 0, g(1,1,) = ¢*

A, 2, =0}, 9(A1,42) = [x *(1 =4 —A)+y = (=2+1; — 1) + 21 =2, —A4)]

max
X€[—0,10],y€[1,11]

{11, A5, =0}, g4, 43) = + yg[llaﬁ] [y *(=2+24; —2)]+ (21 %A, —Ay)]

Constraint the space by
adding (1 —1; —1,) =0
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Key ldea 1 — Sound Space of Outputs

How to capture a space of bounds more than (or equal to) c#? Duality!

By Weak Duality Theorem: v 1,1, = 0, g(1,1,) = ¢*

A, 2, =0}, 9(A1,42) = [x *(1 =4 —A)+y = (=2+1; — 1) + 21 =2, —A4)]

max
X€[—0,10],y€[1,11]

{A,42=20, g(11,4,) =110 « (1 — A3 — )]+ max [y * (=2 +4; —4)]+ (21 x1; —Ay)]
M+, <1}, yelLul
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Key ldea 1 — Sound Space of Outputs

How to capture a space of bounds more than (or equal to) c#? Duality!

By Weak Duality Theorem: v 1,1, = 0, g(1,1,) = ¢*

A, 2, =0}, 9(A1,42) = [x *(1 =4 —A)+y = (=2+1; — 1) + 21 =2, —A4)]

max

X€[—0,10],y€[1,11]

{A,42 20, g(A,42) =[10 = (1 =2y — )] + + (21 %A, —A4)]

A+ A, <13

{11(—2+)\1 —X2) if —2+X - >0
(=24 A1 —A2) if —24+A-A2<0

25



Key ldea 1 — Sound Space of Outputs

How to capture a space of bounds more than (or equal to) c#? Duality!

By Weak Duality Theorem: v 1,1, = 0, g(1,1,) = ¢*

A, 2, =0}, 9(A1,42) = [x *(1 =4 —A)+y = (=2+1; — 1) + 21 =2, —A4)]

max
x€[~00,10],y€[1,11]

{)*11/12 > O, g(Alr/lZ) — [10 * (1 — Al — /12)] + + (21 * /12 — /11)]
A+ A, <13,

(=24 A1 —A2) if —24+A-A2<0

_(l+u u —1 @
max _y-c = > * C + > * ||

{yellul}
6(—24 A1 — A2) +5|—24 Ay — Ay

{11(—2+)\1—Ag) if —2+X—-X>0

26



Key ldea 1 — Sound Space of Outputs

How to capture a space of bounds more than (or equal to) c#? Duality!

By Weak Duality Theorem: v 1,1, = 0, g(1,1,) = ¢*

A, 2, =0}, 9(A1,42) = [x *(1 =4 —A)+y = (=2+1; — 1) + 21 =2, —A4)]

max
X€[—0,10],y€[1,11]

A,1, =20, g, 4) =[10 * (1 — Ay —A)]+[-12+64; — 61, +5]| =2+ —A;|] + (21 x A, — Ay)]
A+ A, <13

27



Key ldea 1 — Sound Space of Outputs

How to capture a space of bounds more than (or equal to) c#? Duality!

0 =420, (A, A2) = =2 =54, + 54, + 5| — 2+ A, — Ay
A+d, < 1) g1, A7 1 2 | 1 2

(A41,1,) =(0,0) = g(44,4,) = 8 (Interval Analysis)

x =10 ?=x =7 A,y = (0.4,0) = g(Ay,1,) = 4
1S}’S11 :> 7SyS7 (11 2) ( ,) g(lt 2)
x+y<21 B Y ?7<x+y<?

(11, 15) = (1,0) = g(14,1,) = =2 (c* Most Precise)

(/11,&2) = (0, 1) = g(/ll,/lz) = 18

28



Key ldea 1 — Sound Space of Outputs

The space of outputs is sound.

The space of outputs contains the most
precise outputs for linear operators.

Output with 8 = 0 is the interval
relaxation output.

THEOREM 4.1 (SOUNDNESS OF THE CONSTRUCTED PARAMETRIC SPACE). Let S7-(M) be the para-
metric space of elements constructed by the UPOSE algorithm for an input element a;,, QGO operator O

and template T, where M = [My, ..., M,] is the collection of PSMs M; obtained by lower bounding
effective objectives F;. Then, S7-(M) is a sound space of outputs (Def. 4.4) for a;, and O.

ProOF. Assume that S7-(M) is not a sound space of outputs for a;, and O. Then, by Definition 4.4,

THEOREM 4.2 (MosT PRECISE OUTPUT FOR LINEAR CASE). For QGO operators O with linear o<,
the space S7-(M) contains the most precise abstract output. That is, for each PSM M;, there exists a
parameter instantiation that yields the most precise bound cf.

Proor. This follows by Theorem C.2 in Appendix, which uses Strong Duality [7] to show that, for

Interval Relaxation at 0: The abstract element S7+(M, 6), obtained by setting 0 = 6, corre-
sponds to the output of the interval relaxation heuristic used commonly in existing libraries,
which computes bounds by simply discarding inter-variable constraints and only using the
interval bounds of the variables (By Theorem C.2 proved in Appendix).

29




How to traverse the space of outputs?

o) = 130 <y<fi)
ifﬁﬂ == YO= Fo<x—y<fo)

= x —v)* < <
x+y<21 (x=2x —y) f7(6) <= x+y < fg(6)
Parameterspace @ = {460 < b}

* For analysis to proceed, we need a concrete output (choose some 8* € 0 to initialize)!
* lIdeally, find the most precise in the space of outputs but not trivial.
* For allowing precision-efficiency adaptability, an ideal search procedure should:

* Allow downstream tasks to specify some runtime budget R.
* Should ensure that more budget implies more precision.



Key ldea 2 — Gradient-Guided Adaptable Search

* Use gradient descent to make the bounds precise!
* Analysis can specify the number of gradient steps R to perform.
* More gradient steps allow the analysis to infer more precise bounds.

* Traversalis started at 8 = 0 to always be as precise as interval relaxation.

31



Key ldea 2 — Gradient-Guided Adaptable Search

0=, =01 +1 <1} gA,2) ==2 =54 +50,+ 5| =2+ -] x —y=gi,1y)

Most
Precise (/11:/12) = (O, 0) =>x —y<8
Q Gradient Step

Precision (A,4,) =(0.3,0) >x —y <5
Q Gradient Step

(A, 1) = (0.6,0) > x —y <2
& Gradient Step

(A, 1) = (0.9,0) > x —y < —1

Interval J} GradientStep

Relaxation (A,4,) =(1,0) > x —y < =2

Compute Time

32



AbsEvolve Overview

Search Objective,

Epgchs,
30 < x < 40 Parametrlcfamlly.of Learning Rate
10 <y <20 octagons which is
40<x+y <60 sound forall 6 € ©
20<x—y <20 \ w Output Abstract Element
 f1(61) < x < £,(62)
: 1\V1) =4 = J2\U2 . 40<x <60
Pumveria-l f3(63) <y < fu(64) Sradient 20 < y <40
X=X+Y ‘ acr)ame gle - f5(95) <x+ y< f6(06) ‘ Guided ‘ 60 < x+y < 100
y=2*y utput \_f7(67) <x— y < f3(6g) Traversal of 20<x— y<20

Space

Output

Instruction Sequence Encoder 0 Space 0
Octagon

Abstract Domain
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AbsEvolve In Action

Epoch 1 Epoch 2 Epoch 3 Epoch 4 Epoch 5
35 40 45 30 55 60 6535 40 45 50 55 60 6535 40 45 30 55 60 6335 40 45 50 55 60 6535 40 45 30 55 60 B3
X X X X X
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Evaluation

* NLA-Digbench benchmarks:
55 programs, and 237 invariants across

all programs.

* AbsEvolve run with increasing number

of gradient steps R

* Overall Gain (OG): # of invariants
strengthened over those computed by
state-of-the-art library ELINA.

 Remaining Gap (RG): # of invariants still
weaker than those computed by most
precise LP solver baseline (takes 230s
and 350s for Zones and Octagons).

* Marginal Gain (MG): # of invariants
strengthened compared to the last

setting of R.

# Invariants

125 -
121121 121

100 -

97
91
75 - —m Overall Gain (OG)
a8 —&— Remaining Gap (RG)
50 - g 42
whaq
25 - \
0
D ] ] T T ] | ‘I
60 62 64 66 68 70 72
Runtime (s)
— a1
@)
2. 80 -
=<
'S 60 -
0
= 40 -
5
& 20 -
©
= 0

BL—»0 0-1 1-2 2-3 324 4-5
Progression of Budget R

(a) Zones

# Invariants

60 - 55

59 59

—m- Overall Gain (0G)
—8— Remaining Gap (RG)

20 - 21
\a 4 a
0
0 1 1 | | I I
85 90 95 100 105 110
Runtime (s)

31

%]
]
1

29

¥
=
]

[=2]

Marginal Gain (MG)
=
]

o

BL—»0 0-1 1-2 2-3 324 4-5
Progression of Budget R

(b) Octagons
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Evaluation

* NLA-Digbench benchmarks:
55 programs, and 237 invariants across

all programs.

* AbsEvolve run with increasing number

of gradient steps R

* Overall Gain (OG): # of invariants
strengthened over those computed by
state-of-the-art library ELINA.

 Remaining Gap (RG): # of invariants still
weaker than those computed by most
precise LP solver baseline (takes 230s
and 350s for Zones and Octagons).

* Marginal Gain (MG): # of invariants
strengthened compared to the last

setting of R.

# Invariants

125 -
121121 121

100 -

97
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75 - —m Overall Gain (OG)
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50 - @ 42
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25 - \
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(a) Zones

# Invariants

60 - 55

59 59

40 =
—m- Overall Gain (0G)
—8— Remaining Gap (RG)
20 - 24 \
™
™~ 1 4
0 1 I I I I I
85 a0 95 100 105 110
Runtime (s)
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]
1

29

¥
=
]

[=2]

Marginal Gain (MG)
=
]

o

BL—»0 0-1 1-2 2-3 324 4-5
Progression of Budget R

(b) Octagons

About 3.2x faster convergence
to most-precise!
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Evaluation

Overall Gain (0OG)

135 -
135 135 135
130 - 1
125 -
120 -
115 -

110 - e
1

Runtime (s)

Marginal Gain (MG)

BL—=0 0—-1 1-2 2-3 324 4-5
Progression of Budget R

(a) Zones

Overall Gain (0G)

Marginal Gain (MG)

113 113 113

110 - 11
105 -
100 -

95 -
95
T T T T T T

120 130 140 150 160 170
Runtime (s)

95

80 -

60 -

40
40 -
25

20 - 14 14

BL-0 0-1 1-2 2-23 324 4-5
Progression of Budget R

(b) Octagons

Overall Gain (0OG)

100 110 120 130
Runtime (s)

40

20 -

—
o
I

o

BL—=0 0-1 1-—2 2-3 3-=4 4-5
Progression of Budget R

(c) Polyhedra

Fig. 7. Evolution of invariant strengthening while handling quadratic assignments across domains.
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Future Possibilities

 Can enable GPU-driven large-scale program analysis.

* Other analysis tasks like finding an octagon within a target one
e x —y<g(1,4,) €x —y <10 =>Descenton max(10 — g(1;,4,),0)

* Directly use aNN or LLM to learn/predict 8 € O for various tasks.
* Soundness guarantee always there!

 While program verification, if property unproved, choices of 8 can be refined!
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30<x<40
10<y <20
40 <x+y <60

20<x— y<20 \

Universal
X=x+y Parametric
y=2*y — Output

Space
Encoder

Instruction Sequence

Octagon

Abstract Domain

Parametric family of
octagons which is
sound forall 8 € ©

\/ .
( f08,) =x < £,(6,)
f3(03) <y < f,(6,)
[5(8s) = x+ ¥y < f6(66)
f7(8;) <x— y < f3(8g)

Search Objective,
Epochs,
Learning Rate

Qutput Abstract Element

. 40 < x <60

Gracfllent- 20 < y < 40
mmp SLELS ) 60 < x+y<100
Traversal of 20<x—y<20

Output

Space

# Invariants

125 -
116 121121 121
100 -
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75 - —m— Overall Gain (0G)
48 —@— Remaining Gap (RG)
50 - a2
30
25 -
4 4 o
D T T T T T T T
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O]
2 80—
£ 60-
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T T T
a0 95 100 105 110
Runtime (s)

(b) Octagons

Thanks for the
attention!

Questions?
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S 110- S 5.
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(a) Zones

103 113 113

T T T T T T
120 130 140 150 160 170

Runtime (s)

BL-0 0-1 1-2 2-3 3-4 455
Progression of Budget R

(b) Octagons

Overall Gain (OG)

3 38

T T
100 110 120 130
Runtime (s)

10

BL-0 0-1 1-2 2-3 3-4 455
Progression of Budget R

(c) Polyhedra

Fig. 7. Evolution of invariant strengthening while handling quadratic assignments across domains.
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